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Lack of skills in security team Managing the complexity of security

Cost of new information security
solutions

28% Enforcing security policies 3504

Canot ort exi st,] n‘ Preventing data breaches

R 26% g 290

from physical to virtual world from outside attackers

Lack of security best practices Preventing data
: o 24% e

for server virtualization theft by insiders

239

Regulatory compliance issues 249%

Enterprise Strategy Group

2010 Survey of enterprise decision makers t 2010 Survey of security decision makers >
. _/

InformationWeek
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Industry and/or government compliance mandates  60%

of threats and risks the company 42%
faces ( d3tsH j dz2 P GctofsL

Information security best 37%
practices

Threats and risks
associated with 26%

business processes

InformationWeek
2010 Survey of security decision makers
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Policy that focuses on business needs ;Iz
AS

O
Security that involves people

s
>

O

Consolidated security for better control t{n
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Mobile

Access
=g . — = ? -"‘"E‘_
- s
Application e Application Usage SmartEvent
Control |
URLF
Identity User Access
Awareness
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Centralize Security Management All Applications and URLSs | Lest 12Hous ()~ | §
i | Count \ v Application / URL | Category
222 Firewall PS pn Control Jail v VPN " : 2
|,'e:w Psi 2l kentios ,P'f.l_. # 762 i Facebook Facebook pages
Single . m"_'; — A_d—“_ .:'_-_ﬂ + 134 E"_- YouTube Multimedia
Console s e + 62 6 google.com Search Engines
t 45 “ MySpacelM Instant Messaging
e / + 23 6 metacafe.com Media Sharing &
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IPS /7 AllIPS Events .
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Data Loss Prevention Alert

An email that you have just sent has
been identified as containing sensitive
information.

An email that you have just sent has
been allowed based on DLP policy
exception.

For additional details, please refer to the
Corporate Data Security Policy
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Application Usage Alert

You are trying to use Skype.

2)] Mo j Hisd3dzj dzdats s -

f J te s dzOdzO,
] jomMsdzOdz Hisdzy j dz2 BT IsH
BJLGBYOMdzsmMisd d&O ktetsedzi (n

According to the company policy, access

to YouTube is intended for work related

e only.
ﬁ T?ﬂsyis work related. Reason below:

[ Need to support customer

[ Cancel ][ (0];4 ]
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URL Usage Alert

You are trying to access YouTube.

According to the company policy, access
to YouTube is intended for work related

ly.
l@e?ﬁg is work related. Reason below:

[ Need to watch product demo |
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Destination Applications/Sites  Action I nstall On
1 | Allow streaming @ Marketing_Group 3 Internet m Vimeo .2 Ask (Page Blocked) 2 Log = All
only for Marketing YouTube
- : J
2 » Inform (Infy -
& , T
@ Block 3
3 | Block P2P Any 3 Internet € PP File Sharing | & Block (Page] &7 Ask v f Al
Applications
| Inform 3 Mew UserChedk. ..
4 | Logall applications Any 3 Internet Any Recognized | &) Allow
in the organization < UserCheck Frequency 4 Page Blocked
Edit UserCheck Message... Inform Message
Captive Portal...
Rule Actions 3

Accept/

Ask
Drop

Inform
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Firewall A b IPS

IPsec VPN - Application control

Acceleration & clustering URL filtering
Advanced networking A B Antivirus & anti-malware

Web security Anti-spam & email security

|ldentity Awareness Data loss prevention

Prniro Mobile Access | Anti-Bot

|
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Application Identity Antivirus & DLP Anti B
FW & VPN IPS Control Awareness Anti-Malware URL Filtering Software Blade it Bot
Software Blades Software Blade  Software Blade Software Blade Software Blade Software Blade Software Blade

Security Appliance

The Security You Want,

|
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IPsec VPN Mobile Access IPS URL Filtering Antivirus
7 e 7
Anti-Spam | Eﬂ‘ a |
& Email [j?ewall g&pplication Control Firewall : D_LP
i IPSE.? ‘\{PT o RvECEC Nelorug World's most proven firewall solution il ’
o Ff QUG A BINEL [Joes that can examine hundreds of
bile Access Dynario Routihig © applications, protocols and services
. i out-of-the box. . y
B}E’ Lonnect_ontiol 0
— B L Filtering J B
Application gﬂimrus %
Control [ﬁ’hli-Malware "
i Anti-Spam & s
g al Socirly Ll o
Data Loss Prevention O UserAuthor!ty aerpe
r e 7
. —
Smart- Py ™ e Smart-
Workflow M IManagement | - @@ Provisioning
—— etwork Policy Management [] User Directory V O | -
: [[]Secondary Server ’ifxvisioning Comprehensive security policy ;
: ) management using SmartD ashboard - a
) [] Epdpoint Policy Management SmartReporter single, unified console for all security \ y
ogging & Status SmartEgfent functionalities.
) [ Monitor ggnanEvent : - —
S E Monitonng rver Multi-Domain
martEvent
. [(14anagement Portal SmartEvent Management
S A Comelation Unit i
PONGHC SmartEvent Intro W
v N r
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M Critical M High Medium B Low B Informational / Very Low

Mostimportan| T f. a'ﬂ\C'tIVI't}" D Allow [Elcopy @ #33 Actions - EE Application Control = o T — Details
Mary Davis Event Desr_rlptlon

[ ®/125.0.0. QQ'I 'DE|E|',I'E' 11:03:28
@ Allow betworking) PrrE—

|:|

Facebook (Social Networking) o Mary Davis accessed Facebook from MaryDavis-laptop

IPS/IPS Mast In

_________ Rl e d s o
& allow ( ®/125.0. E c!2| ccla,ra 11 I33 2“!
@ Todayat11:03:28 ~ Additional Data:
DLP/ DLP Incide a LOW Application Description: Facebook is a social

utility that helps connect communities of
people together. Facebook also has a plethora

1 of widgets and applications to enhance your
experience with tools, games, and fun things to
Application Cont do by yourself or with friends.

Application Rule Name: Log all applications in
the organization

a L = Ldl
23

Data Transferred: 24.69 MB

Application Cont

Origin: ® Japan-gateway (125.0.1.245) [

- Source: MaryDavis-laptop (125.0.0.82)
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J‘E *local - Check Point IPS Event Analysis Client
File Window  Help

‘ i | | | | | Urgioup [ Group By
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Timeline view

View  @ctions  Query

9 s 9 o J_ d3c|' (Iqumelmemm
A r J. IS O dzq L O 1 T{'Te\wasulution: 1 Day -~ Manage ~ M Critical B Hi
fr_l B B r IS q 2 Fredetred / 175 /1PS Cotcal, nol preveriad dus to policy
AsOfmlssddL
1]’ tc J H fr] Is®9o ¢ Timeline View
Time Resolution: 1D
Predefined / IPS /1PS Critical, not prevented d :I ® F30.037 4
Recent = g00r 4
.. ‘___lEcn'nn-lﬂ A j
critical events |
Custom / Firewall Events :g:: W Teamviewsr
A l cl' dZJ. tG O dzq L —d% . Wielchia W
(_: tQ q' ls q' 1{4 fr]g / 288‘— 2288\— W 243— 1811\— 9&—%— e Image F
fr]-lSB r Isq‘g er HTML |
Custom / End Point Virus Alert Crafted €
=
Dec 02 Dec 03 Dec 04 Dec 05 Dec 08 Dec 07 Dec 08 Dec 09 Events recsived in the
2009 2009 2009 2009 2009 2009 2009 2003 Last Minute:
‘ Last Hour: 182
;l | > | Last 24 Hours: 3500
I’ M
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../Temporary Internet Files/Local Settings/Administrator/Local Settings/Temporary Internet Files/OLK360/Connect to the Internet
../Temporary Internet Files/Local Settings/Administrator/Local Settings/Temporary Internet Files/OLK360/Warning
../Temporary Internet Files/Local Settings/Administrator/Local Settings/Temporary Internet Files/OLK360/OK

] L dssy desisd € tsdzls tc ts dz¥e Shepk.Rom d

@ Timelines T Real time information, trends, and anomalies at a glance.

Charts i Event statistics in bar charts or pie graphs.
Maps 7 Locate source or destination IP on a world map.

Forensics 1 Drill down by double clicking on Timelines, Charts or Maps.
Group By i Group events based on severity, source, destination or other fields.
7 Ticketing T Assign events to administrators for analysis

ClientInfoE i Right click IP address to see processes, hotfixes, and vulnerabilities

User Identification i Logs can be associated with Active Directory user names.

e SR Rep
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50.

Messaging Anti- [ Data Layer 1
DLP :
Security Malware
4 )
App Control URLF
Protocol and
IPS Application
layers
Protocol Detection Parsing N )
Identity Awareness Foundation
The network
Stateful Inspection layer
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Destination  Action

%] Any 3 Internet & Block

%] Any :t Internet 85 Gaming @ Block
85 P2P File Sharing

Marketing 3 Internet K1 Facebook () Allow

|
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% hv_fwrecs.fws : Firewall®
B|%|A|F 2|8 m]

Origin Action ¥ Source ¥ Service

ska_memberl Drop spammers.nomail...
ska_memberl Drop deblius.abc-corp.biz
ska_memberl
ska_Finance_... Drop AlaskaIT.Bentli Terminal
Drop Alaska.IT.Benth Terminal
Accept 10111.254131 http
Accept 10.111.25431 http
Accept 10.111.254.11 hitp
Accept 10111.254.21 http
Accept 10111.25411 http
Accept 10111.25411 http
Accept 10.111.254.218 http
Accept 10111.25411 http
Accept 10111.254.71 http ‘ e
Accept  10111.25411 http ; " S5
Drop berry.abc-corp.biz 32799

Drop California.LAN.Ga...

ska_ RND_GW
ska_RND_GW

ska_memberl
ska_member2
Drop 152114119

Drop California.LAN.Ga...

P® PEHODOOOOODHO® OO 4

Flickr/iklash
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Check Point
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I dLdzj i sjed@dsdztse d ¥ =
»

B v_fwrecs.fws : Firewall
= |r—ﬁﬁ @J | Z | ) | ¥ il Ll

..... ce T Service
S membert alert @ Drop. spamme!s.nomail... .
ska_memberl  alert ® Drop deblius.abc-corp. biz
ska_memberl %\ Con...
ska_Finance_.. log ® Drop Alaska.IT Bentli Terminal
lska_Finance_.. log ® d i Terminal

http

All Applications Last 30 Days ()~ | Show up to 5000 Events (#]+v = Search:

¥ Count | 7 Application Name 5 App.Category | 7 | T User
# 32 d) /' Bit Torrent P2P File Sharing B 31 Values

® 31 YouTube 2 Values B 27 Values

ﬁ MySpacelM Instant Messaging [ 3 Values
B3 Facebook Facebook Pages [ Bizabeth Eyelash  24.63 MB
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