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Lack of skills in security team Managing the complexity of security

Cost of new information security
solutions

28% Enforcing security policies 3504

Canot ort exi st,] n‘ Preventing data breaches

R 26% g 290

from physical to virtual world from outside attackers

Lack of security best practices Preventing data
: o 24% e

for server virtualization theft by insiders

239

Regulatory compliance issues 249%

Enterprise Strategy Group

2010 Survey of enterprise decision makers t 2010 Survey of security decision makers >
. _/
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Industry and/or government compliance mandates  60%

of threats and risks the company 42%
faces ( d3tsH j dz2 P GctofsL

Information security best 37%
practices

Threats and risks
associated with 26%

business processes

InformationWeek
2010 Survey of security decision makers
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Policy that focuses on business needs ;Iz
AS

O
Security that involves people

s
>

O

Consolidated security for better control t{n

I
- softwareblades- E2011 Check Point Software Technologies Ltd. [PROTECTED] & All rights reserved. | 10



1 jLBsf OfmMdes s -§€ ©€ y g ff gdEgcioint

RIHSdzy dzO BT Is! stecOdzdL 59 Of,
BJLBY OMdesmisd dzOyd dzOj Is/
stsdzyd fyudd B J) .10
COkzj L Oodmd d@zZOW 9 j tels ¢

f ts dzaz® ts 68 dzj C 5O dats to A
&

¢ Of B Jzff) fo O L
5 t5 den Hat Bistdt
S4dds ! Btec Odz
4 tcOo dzj dad v
rn HBCEZdj dzls

l sdz2 L S0 @@ onpesy © /1 ¢ IsEdsdn @ sl 0
f esiyflsasmse 0§/ 4 So @i jzdavsdy gy da'r Is

Stec Odzd L 5B O Wiz Y o A's dSCiriEls sAiay fiy IspORizd
stcj B ooz 2 efsy § Jfldso'so dzjadfjtats y § B3 dzv Is
jh j dfdtsB " ISR Ko SRy Iz dzS y d t5 dz de! dati s s

1 OteW Hdizm 17 OAQ’ Sb PHzdeg igd MC d~ Mty HMIsO
sBJj Mt j ujys Q\ Q dztHp@ds '] dO dzOdzd L OHJ S 9 O
fsdzdsd <X fafbtstedde d OzHdl BjL Y
cOMmMdzj H o Odzy qdzydH j dels s dzOs s b3 et s y g I
Rl1 HGdoffjtado dzws! pw d Codzlstetsdzdtetseo Ols! Mmw

I
- softwareblades- E2011 Check Point Software Technologies Ltd. [PROTECTED] & All rights reserved. | 11


http://www.infosecurity.ru/_eshop/img/gt_bsi.gif

) ] 50
(stecOdzedL Oydw ftetsyj mmo o[dzzgilstscit

] ots
NisslsO® d tj OddL ] dsfls !

stdif dzj ¢ MdesMmis! d f CaxssherSivel ts dz

NARPOR ATE
\L"l(lt“\ \IL'

AJ dzlstc Odz
dLOydw o Pdlicytefititn) dzts fls : [T
POI 1CY

sdzO W
mMihd W d © O iy ¢ DaaaClagsification)

] dB ¢ sMis FftcOQodzj dedw d  ted d3y
J

) tod tsts i i
dlsdls d3j te UtGJHIZUtGJXHJdZCfW



l osflsslsO d tj Oc

Policy

SOURCE SERWVICE ACTION
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Mobile

Access
=g . — = ? -"‘"E‘_
- s
Application e Application Usage SmartEvent
Control |
URLF
Identity User Access
Awareness
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Centralize Security Management All Applications and URLSs | Lest 12Hous ()~ | §
i | Count \ v Application / URL | Category
222 Firewall PS pn Control Jail v VPN " : 2
|,'e:w Psi 2l kentios ,P'f.l_. # 762 i Facebook Facebook pages
Single . m"_'; — A_d—“_ .:'_-_ﬂ + 134 E"_- YouTube Multimedia
Console s e + 62 6 google.com Search Engines
t 45 “ MySpacelM Instant Messaging
e / + 23 6 metacafe.com Media Sharing &
: ; 3 fJ BitTorrent P2P File Sharing &)
IPS /7 AllIPS Events .
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Data Loss Prevention Alert

An email that you have just sent has
been identified as containing sensitive
information.

An email that you have just sent has
been allowed based on DLP policy
exception.

For additional details, please refer to the
Corporate Data Security Policy
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Application Usage Alert

You are trying to use Skype.
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According to the company policy, access

to YouTube is intended for work related

e only.
ﬁ T?ﬂsyis work related. Reason below:

[ Need to support customer

[ Cancel ][ (0];4 ]
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URL Usage Alert

You are trying to access YouTube.

According to the company policy, access
to YouTube is intended for work related

ly.
l@e?ﬁg is work related. Reason below:

[ Need to watch product demo |
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Destination Applications/Sites  Action I nstall On
1 | Allow streaming @ Marketing_Group 3 Internet m Vimeo .2 Ask (Page Blocked) 2 Log = All
only for Marketing YouTube
- : J
2 » Inform (Infy -
& , T
@ Block 3
3 | Block P2P Any 3 Internet € PP File Sharing | & Block (Page] &7 Ask v f Al
Applications
| Inform 3 Mew UserChedk. ..
4 | Logall applications Any 3 Internet Any Recognized | &) Allow
in the organization < UserCheck Frequency 4 Page Blocked
Edit UserCheck Message... Inform Message
Captive Portal...
Rule Actions 3

Accept/

Ask
Drop

Inform
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