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C TOYKM 3pEHUA KOMMAHUM...

* CnULKOM MHOrO YCTPOUCTB
be3onacHocTu B
NHJQOPACTPYKType

— FireWalls, VPn devices, Anti-
Virus, IPS, end-point security
solutions, Application
FireWalls, etc.

 CrnULWKOM MHOrO
NPOAYKTOB, BblAAKLLNX
coObITUSA, CBA3aHHbIE C

©e30nacHOCTbLIO : i o
— Routers and Switches with = § L] E_J
ACLs, OS, Web Applications, EE

etc.



C TOYKM 3pEHUS
agMUHMUCTpaTopa...

* YcTpoucTea NPOTOKONUPYIOT
MUITIMOHbI 3annucen B AeHb/Heaeno

— Kak y3HaTb, 4TO Npon3oLLo cobbITuE,

1,
'( ~ ..\ Ba)KHoe ans 6esonacHoctu ?
e%- «IA‘ — Kak aBTOMaTnyecku nosny4atb
;&% (<‘/ yBeJomIieHne?
= K;JA v + Kak 4acto agMuHUCTpaTop
=, W npocMaTpuBaeT Takue XKypHanbl ?

* OnucaHbl N1 npoueaypsb! N Bbl4eNEHb
noan, 4Tobbl BaxxHas tHopmaLuus

He Oblfa nponyLueHa?



Ha IT 6e3onacHOCTb TpaTATCS CyLLEeCTBEHHLIE CPEACTBA
be3onacHocTb IT BaXkHa Ang KoMmnaHum

A eCTb N YBEPEHHOCTb, YTO B Clly4Yae MHUUOEHTA C
6e30nacHOCTLI0 O HEM CTaHET U3BECTHO paHbLUE, YeM
bynet HaHeceH yLepo?

PerynsapHo nu popMmnpyroTcs 1 aHanmanpyrTca oTYeThl
O npomn3oweawnx nHuMaeHTax ¢ 6es3onacHoCTbio?

— WHbIMK cihioBaMu, eCTb J1I1 oCBEXOAOMJTIEHHOCTb O TOM, 4YTO

npoucxoauT?

[lpepgocTaBnaeTca NyM pykoBOACTBY pearnbHagd
NHpopmMauns anga noareepxaeHnsi/odbocHoBaHUS
brogxeTta Ha IT besonacHOCTL?



SIM (Security Information Management g
SEM (Security Event Management)

NepumeTp
|
;
'
Security Event
m 3 Management
-
Network
/ *
Gateway / \ \

AV

ArpernposaHue, anaius
Koppensaums,
onoseLleHuns NHUMaeHTbI/
B péansHoM ABTOMaTMYECKas peakuys
BpeMeHH

NcTtouHuk: Gartner



2: Correlation Units

~

HOPManuayT n 3: ObHapyxeHue n

0600LLalT AaHHbIE NHopmMmnpoBaHme
06 yrposax
B6e3onacHoCcTu

Analyzers
* Aggregation

» Mormalization
+ Correlation

Check Point Eventia Server
* Reporting

* Database management

* Further analysis

Data Security Sources '6@.9
* Third-party network

e

& security devices

4: YnpasneHue
coObITUAMU
0e30mnacHOCTU U

Check Point Eventia Client User| paboTa ¢ oT4yeTamu
* Monitoring

* Event management

* Threat mitigation

» Events summary at-a-glance

1: C60p AaHHbIX
OT MHOTIUX
YCTPOWCTB




Check Point Eventia Analyzer
MOMOraeT CHU3UTb PUCKM

File * View Actions

Overview

Query  Help

Events

local - Check Point Eventia Analyzer Client

H etk ee@Be ¢ ®

=l Customn

- Lgl untitled

EI@ Predefined

Q. Al Events

QL By ID

-l By Severity

-l By State

=l By Time

..... Y. Surrent hour's ewe
..... Y. Today's events

..... . Current week's av
EI-'@ By Type

----- ileL Frobes

----- Jl. Denial Of Service
----- Y. Unauthorized Entr
----- . Anormalies

----- . Host Based Events
----- Y. Externally Identifie
----- Y. Informational

Ready

1 x|
AHanus yrpos B
Current hour's events ean O pe e
1D W Start Time | W End Time p bH M B M HM
EmMODOOO... | 10:28:57..  10:29:00.., @03 Alert from
EMOO00,,.  10:22:09,., | 10:28:59,.. i,/ Port scan f external ... Qpen clientl (10.0.0.1) SmartCenter_s... <M
EMOODOO...  10:26:38...  10:20:238... (o0 m gateway Open
EMODOO,,, 16:53:18..  17:29:00.. o« I ert from gateway Qpen
]
EMOOO0,.., 18:11:11... 18:11:11... @ @ Alert from gateway Open
EMOOO00... 17:15:02.. | 17:19:26... @EE» Check Point administrato...  Open
EMOOO0,.., 17:07:12...  18:39:232... 1 1 Check Point administrato... | Open
EMOOO0...  16:54:50.. | 17:23:52... i 0 Alert from gatew ay Dpen =
EMOOO0,..,  15:03:41...  15:03:45.. 1 @ Alert from gateway Cpen clientz (10.0.0.2) SmartCenter_s...
EMOOO00...  15:03:41.. | 15:03:41... @ 0 Alert from gatew ay Dpen clientz (10.0.0.2)  SmartCenter_=... | =11
EMO0O0,...  15:03:36..  15:03:44... 1 2 Port scan from external ... Open clignt2 (10.0.0.2)  SmartCenter_s... <Mi_
q - | N
< Previous 7 Met Copy <> Baw data <% Change State
amm® | Check Point administrator credegtial gLy i
A suspicious user (MFA) is trying to login to Check Point Eve I_J-I y6o KM M a H an M3
Critical timme (5 failures in 1 minute and 34 seconds),
Ao
StartTime | 14:37:55 21 niov 2004 s« KOUTUYHbIX CcoObITUN
End Time 14:39:29 21 MNow 2004 D & Serrrororo TIr
Update Time 15:09:57 21 NMov 2004 User I
Origin SrartCenter_station (10.0.0.0) Service I8
Detected By 10.0.0.2 Direction I
Event State Open Mum Conns 5 (5 accepted by the firewall)
Product Mame Eventia Analyzer Client Peak Conns 5 conns within 600 seconds
Additional Info [M/a

|Demo Mode

[Mumber of records in grid: 16

[Mo new Events

I




Check Point Eventia Analyzer
obnervyaet ynpasneHne 6e30nacHOCTbIO

local - Check Point Eventia Analyzer Client

File Wiew Ackions Query Help

R EEEE
=1 [=] Event policy I_I penonpeﬂeneHHble

- Global Exdusions

cobbITuA
=B Third Party Devices - User Configured Eve)

User configured Snort events

User configured MetScreen events, M

User configured 155 Provegtja€vents Fiter

User configured Intrushield events
[_]@ Denial OF Service Cugtomer | Source | Destination | Scan Direction = | Scan Fesult | Dridp Type

-

INerko HacTpameaTb
MNONUTUKNA

User configured Cisco events according to m Y\,

User configured Cisco events according b

Al -

High rate of blocked connections

High connection rate ko inkernal host on serv
High connection rate ko external host on ser:
LAMD attack

Ping of death attack,

Teardrop attack

‘Winnuke attack

WP - S5L Mull pointer assignment

Malicious code detected

Potential resource abuse

Badly fragmented packets Add | Exdit | Femove I
Other denial of service
[].. Unauthorized Entry Apply the following exceptions ta the event definition:
=B wirus Alert Fiter
Yiruses and warms

All

Cugtamer | Source | Destination | Scan Direction | Wirus Mame | Scan Result | Qrigin Type |

Yirus Alert
Wirus Qutbreak.

Attempt to send st firewall
= @ Anomaliss -
High connection rate from inkernal host on se Description: An attermpt was made 1o send a virus through the firewall,
High connection rate from external host on s
High connection rate from internal host Supported devices:  » Express ClAnti Virus

High connection rate from external host
High connection rate from interface Last Update: 16-Jan-2006
High connection rate ko interface

Abnormal ackivity on service

High connection rate on rule

High error rate on web server fram internal b
High error rate an web server from external
High mail rate Fram user

Badfnon-standard packet

Insecure optionsfvariants of protocols
Abnaormal connection - possible attack
Insecure protocols

High report rate from important: facility

(=[5 Hast Based Events
4| | »

Ready |Demo Made | LM v




[lopaepxmBaemble
NMCTOYHUKWU

All Check Point Perimeter, Internal and Web
security gateways

Cisco Routers & Switches
3rd party firewalls - CiscoPIX, Juniper

IDS devices such as Snort & ISS Proventia,
Cisco IDS, McAfee Intrushield

Unix operating systems (Solaris, Linux,
Windows)

Web application servers (Apache)
Anti-virus devices (Trend Micro)



[logaepxmBaemMble MCTOYHUKU

Product Category Vendor Product Name Via
Anti-Virus Check Point Express ClI Native
Symantec Symantec Anti-Virus SNMP Traps
TrendMicro Trend Micro Anti Virus SNMP Traps
Application Gateway | NetContinuum NetContinuum Application Security Gateway Syslog
End Point FW Check Point Integrity Native
Firewall Check Point VPN-1 Native
Check Point VPN-1 Edge Native
Cisco PIX Syslog
Juniper Netscreen Syslog
IDS/IPS TippingPoint TippingPoint Syslog
Open source SNORT Syslog
Check Point InterSpect Native
Cisco Cisco IDS/IPS on router Syslog
ISS Proventia SNMP Traps
Mail Server Open source Sendmail Syslog
Network Monitoring Standard RMON SNMP Traps
0S Check Point SecurePlatform Syslog
Microsoft Windows Remote Agent
Nokia IPSO Syslog
Open source Linux Syslog
Remote Access Check Point Connectra Native
Router Cisco Cisco Router Syslog
Switch Cisco Catalyst Syslog
Cisco Cisco Syslog
Nortel BayStack SNMP Traps
Web Server Open source Apache Syslog




HacTpanBaemMble COObITUS

 AOMUHUCTPATOP MOXET co3aaBaTb

cOoOCTBEHHbIe coDObITUA be3onacHoOCTU

Event Definition Wizard

Event Definition Wizard

Event Definition
Step1ofB

x|

Create an event
¥ Bhat is completely new !

" that is bazed on an existing event.

= I_E—_| Event policy
[].. Scans
[]-- Third Party Devices - zer Configured Events
({2 Derial Of Service

[]-- Unauthorized Entry

[]—- inus Alert

[]-- Aniomalies

[]-- Host Baged Events

[]—- Esternally [dentified

[]-- Infarrnational

MyEvent event definition
Step 4 of B

<Erécédent| Suiseant > I

Annuler

Aide

The logs that will create the new Event should come fram the fallowing product(z]:

O SmarDazhboard =]
O SmartDefense

O Smartyiew Monitar

O snatt D5

O Solariz 05

O System Manitar

O Trend Micro Wiswal

O U Server

O uawebdccess

O vPh-1 Edge

O VPN-1 Pro/Express

O windows 05 -

&dd Fraduct... | Dezelect Al |

< Précédent || Sowvants

Annuler

Side

T




Pexxum camooby4yeHus

« B kaxgon komnaHum cBos COOCTBEHHAsI CTPYKTypa CETH,
apxXuTektypa 6e3onacHOCTH
— Hanpumep, B8 DMZ MmoxeT cTosATb ckaHep 6e30nacHOCTU 1 T.N.

* Pewenne SEM gonxHo rerko obpabartbiBaTb Takne
NCKINOYEHNS

« Tak HasblBaeMbln pexxum camoobydeHus «self-learning
mode»
— [Hante Analyzer nopaboTaTtb HECKOSIbKO OHEN

— Self-Learning Mode npegnoXuTt ontumanbHyo NoSIMTUKY And
BaLLEro OKpYy>XeHund

— MokeTe BbINOMHNTb TOHKYH) HACTPOWKY



ABTOMAaTUYECKNE peaKunn Ha
coObITUA

* AgMUHUCTpaTOop
b6e3onacHocTn OyaeT Attempt to sond virus past firewall
N3BeLleH 0 cCodbITUN Severy -

_ Ta K)Ke I'Ipe,El,yCMOTpeHa < Autormatic Reactions: I )
dBTOMaTun4eCKad peakuus _ m—
Exclude the following combinations:
— MoxeT HacTpanBaTbC4 Fiter.  [al ]
I Custorer I Soire I [lestinating I S
NHOVBUAYaNbHO ANS KaXXA0ro ' it :
coObITUA
Automatic Reactions
Mame | Type | Comment
Block Source example Block Source Examnple for Block Source automatic reaction.
Block Event Activity example  Block Event Achiity Example for Block, Event Activity automatic reaction.
b ail exarnple M ail Example for Mail automatic reaction.
Esternal Scrpt example Estemal Scrpt Example for External Scnpt automatic reaction.
Snmp Trap example SHMP Trap Example for Snmp Trap automatic reaction.




MHTerpauunsa c Provider-1

Analyzer yuntaet 06bEKTLI 1 3aNnUCK U3
NpOoTOKOS10B padboTkl Provider-1

— [Nogkntovaetca kK MDS u nony4yaet Global Objects,
paBHO kak 1 CMAs Objects

SIC yctaHaBnmBaetca ¢ MDS

MoxkeT ncnonb3oBatb Provider-1 “Customers” B
onucaHum coodbITUA

[lononHuTenbHble HAacTPokn «Enterprise»
Select Demo Mode:

(% SmartCenter Server

" Provider-1/5iteManager-1

[ Do not show thiz dislog again.




*

Security Events By Severity

Security event ocouttrence

Average Daily Frents (since sysiem

ke

Severity Event Muniber of Evenis
This t..al:ule shows securiby event occurrence, sor
Crtical J SecureClent authentication failure 1 sevetity
A1l Events 1 1]
J High connection rate from internal host on 155 13
setrvice
Port scan from internal network 106 ]
High IP gweep from internal network 102 9
Port scan from external network 40 4
IP gweep from external network 36 3
&1 Ewventa 448 37
J Badfmon-standard packet 11 9
High cotitiection rate from internal host on &5 5
SEtViCE
Connection from blocked source (34D o) 5
Insecure optionsfrariants of protocols 33 3
Medium Abnormal activity on service 15 1
Higl'f coftiection rate from external host on 2 1
setvice
Multiple user access from single [P ] 1
Policy installation 2 0
A1l Events 209 25
Low 2| |All Events 3 0
Informational J A1 Events 0 i




CoObiTna Windows

« Analyzer untaet cobbitna Windows

« [Ins atoro TpebyeTca areHT, yCTaHOBIEHHbIA HA MaLUUHY

c Windows

— [HocTtaTtoyHo egnHcTBEHHOM MaLnHbl ¢ Windows, kKoTopasa byaer
MOHUTOPUTb OCTanbHbLIE

Software Subscription Downloads

Eventia Analyzer, v2.0 on Windows

Software

* . . .
& Eventia Analyzer 2.0 SmartConsole Installation Package for Windows
MDS: Sdeddifestnd0d74d402524 802897 Last updated: 15-Mar-Z006
SHA1l: 7564e5a8fe566705c6022961c7ech57d36b0bEE File size: 35.79 MB

= Eventia Analyzer 2.0 Software Installation Package for Windows

MDS: 613734%adelodafed6ddShdeeznazcsll Last updated: 03-Mar-zZ006
SHAL; c2473bel0bd232e8bf335212187 77 File size: 54,
& Eventia Analyzer 2.0 WinEventToCPLog Software Installation Package for Windows

< MDS: fid1lbdfaedaSbabichbad 951 2f0edadd Last updated: 0&-Mar-Z006
- SHAl: 06dbcllgcheldfatd3dod 3de3d72d76690856F5 File size: &.26 MB




CoOobiTna Windows

 [locnepoBaTenbHOCTb AEUCTBUU

— YcTaHoBUTbL areHta Ha Windows
 BBecTu akTMBaAUMOHHbLIN KO
* JlnueHsna He TpebyeTcs
» Reboot & cpstart

— Co3sgatb Ha SmartCenter obbekT ans aton Windows maLluvHbl
» Push policy & Install database

— HacTtpoutb cepsuc Check Point Ha Windows malunHe

« 3anyctutb windowEventToCPLog —s
— Domain\username & Password
— Cpstop / cpstart
« 3anyctutb windowEventToCPLog —a IPaddress
— |P Address maluunH, KOTopble HY>XHO MOHUTOPUTb
« 3anyctutb windowEventToCPLog —| LogServerlPAddress
— LogServerlPAddress = Eventia IP

» Cpstop / Cpstart



obbITvsA IWindows

« Yoeaurtechb, 4to Windows npoTOKONNMPYET B
Events Log cobbITusi, KOTOpbIE HYXXHO
aHanu3mpoBaTb U KOppenupoBaThb

— Audit Policy in the Windows Domain Controller
Security Policy and Domain Security Policy

?g Domain Security Policy

&3 Domain Controller Security Policy

J Action  Wiew “ Ee -}l

=100 x|
|X|@ J.ﬂ_ctiu:-n Wiew |J#-}||X|@ |

Tree I Policy  # | computer Setting Tree I Policy 7 | Computer Setting
[ windows Settings A”dit account lagon events Success, Failure ] Windows Settings F\udit account logon events Success, Failure
E@ Security Settings 'n'"'dit account managerment Success, Failure E@ Security Settings .C\udit account managemeant Success, Failure
" Account Policies Aujit ldirectnrs-' SErvice access Suecess, Fai:ure -2 account Policies .C\udit directory service access Success, Failure
= Local Policies . Audit logon events Success, Failure = Local Palicies E!I Audit logon events Surcess, Failure
= Er it .ﬂ.udit ohject access Success, Failure =Faudit Policy F\udit object access Success, Falure
£d Lser Eights F'. .ﬂ.udit palicy change Success, Failure Lser Rights Assignment F\udit palicy change Success, Failure
23 security Opio P.udit privilege use Mo suditing 2] Security Options F\udit privilege use Mok defined
g% E::tnrticl;:uegd Sroups iujlt Drn:ess traclzing 2!0 auditian -| 2 vent. Loil .C\udit procass tracking Mot defined
E1-@0 System Servicas udit system events uccess, Failure o Eesi:rlctes Groups .C\udit system events Success, Failre
5108 Registry @ Rw:;sgi::y ervices
-8 File System File Swstem
-1 Public Key Policies % Publicvkey Palicies
D"‘g IP Zecurity Policie: g IP Security Policies on Activ
K IR i « o liE | 2




= 192.168.1.63 - Check Point Eventia Analyzer Client
File Wiew Actions Query Help

Reports

He& ka2 0B e

I=:I Custom Last Hour's events

= Predefined D T Start Time | 7 End Time 5. | 0 Mame T | W Source 5 Destination S Ser
----- i All Events - @
""" 4. By ID ; EMOOO0...  16:55:57...  16:55:57... @00  User account password reset @ WinBox (192.1..,
""" UL By Severity EMODOO.., | 16:53:55...  16:55:57.., 0 Change in users or groups @ | WinBox (192.1..,
----- {l. BY State
= By Tirne

----- . Last Hour's ever
..... J. Today's events

..... Jl Current week's ev
= By Type

----- Jl Third Party Dewice
----- Jl. Denial Of Service
----- J. Unauthorized Entr
----- Jl Anomalies

----- JlL wirus alert L) 3
""" l. Host Based Events || .. Previous 7 Mest Copy <> Baw data <» Change State
----- Jll. Externally Identific &
----- YL Informational T |
----- U User Defined Ever | | © 0 Audit Policy changed ENO0000010

| M" all Events | aEEED @

I ----- ih[_ All Events EMOOOD... |14 . | Mot comp...
Ll B T




* B yem otnnume ot Reporter ?

— Reporter untaet Toneko Check Point Logs
(Analyzer moxeT obpabaTtbeiBaTbh 3rd party logs)

— Reporter gaeT oT4eTbl O NPOLLUMbIX COObITUAX

« Bkntoyasa n He cBA3aHHbIE ¢ be3onacHoCTbio (top X
users, top Y applications, etc.)

« Analyzer dookycupyeTcs Ha cobbITUSAX 6e30MNacHOCTM
B peanlbHOM BpPEeMEHMU



* [NnaTtgopmbl ana Analyzer

— Windows 2003, 2000 Advanced Server and
Server (SP1 to SP4)

— Solaris 9
— SPLAT
— RHEL 3.0

* Bepcum SmartCenter / Provider-1
— SmartCenter R54, R55, R60, R61
— Provider-1 / SiteManager-1 R55, R60*, R61*

* : recommended






KoHourypauum Eventia

Eventia Suite ato kombnHauua Eventia Analyzer n Eventia
Reporter.

Eventia Suite BkrntoyaeT log server. C R65 byaeT nonHas
nopaepkka log server, sBkrtodada database installation



Eventia Suite: Analyzer n
Reporter BmecTe

* Analyzer n Reporter moryT
yCTaHaBnNMBaTbCA Kak Ha O4HY MaLluHY,
Tak 1 NOpPO3Hb

« CepBep oT Reporter Bcerga OormKeH ObITb
YCTaHOBIEH, ecnun ctaButca Analyzer.
[Tpn HaNU4YUM NNUEH3UN TOJNLKO OT
Analyzer Reporter bygeT co3gaBaTthb
OTYeThbl TONbKO Aansg Analyzer.
KoHconungauus He dyaeTt gocTynHa.



Eventia Suite: Components and
Data Flows

&y

[ T e ]

SmartCenter/
MDS /
CMA

Analyzer

The Correlation Server
Unit reads logs,
discovers events
that are then Gene rator
processed by
the Analyzer .
Server Correlation
a dalabase Unit
for report
generation

Log server
Syslog, SNMP,

Windows events

devices

og server




Eventia Suite B cpepe
Provider-1

« Eventia nogoepxusaet Provider-1, cMHxpoHu3npysa 6asy
OaHHbIX 00beKToB ¢ Kaxxgon CMA, KoTopyto
agMWUHUCTpAaTOpP peLunn noaaepKxmeaTb.

« CobbiTns Report’epa, kak u Analyzer'a moryTt ObITb Ans
kaxxgoro CMA, a moryT n ansa Bcen nnatopMsbl.

« Analyzer nogaepxnsaetT npodunn agMMHNCTPaTOPOB,
T.e. Ha ypoBHe CMA MOXHO 3agaBaTb
COOTBETCTBYIOLLME paspeLlleHna agMMHUCTPaTopaMm:.
agMUHNCTPATOP MOXET UMETb aoctyn K oaHum CMA, Ho
HEe UMEeTb K ApYyrnm



Eventia Reporter/Analyzer n Provider-1

Eventia Reporter/Analyzer yctaHaBnmBaeTCcs Ha OTAESNbHbIN
cepBep
YctaHasnuBaeTtca Trust mexxay MDS u Eventia Server, uto

nossonsietT Eventia nogkntoyaTtbes K pa3HbiM CMA Ha aTom
MDS n nony4yaTb C HMUX Noru Ansi reHepaunm coobITM/oT4ETOB

Eventia ncnonb3yet dbsync — TeXHOMOrMI0 Ona CUHXPOHU3aUum
6a3 gaHHbIX 06BbekToB ¢ MDS 1 BbIOpaHHbIX aAMUHUCTPATOPOM
CMA. 310 gaeT BO3MOXHOCTb Eventia nonyyaTe 06beKThI gaxe
co cTapbix Bepcun Provider-1 (HaumHas ¢ R55).

OT4yeTbl M COBbLITUA MOTYT BbITb KaK per-cysteesaer Tak U Cross-
customer . o
¢ -0

\ Eventia Server

)







[ lpon3BoaAnUTENBLHOCTbL
Eventia

* OCHOBHbIE LU pPbI

— OanH Reporter MmoXeT KoHconNManposaTb 40
32 GB XypHanoB B CyTKuU

— OauH Analyzer Correlation Unit moxeT
aHanusnposaTtb 15 GB XypHanoB B CyTKM.
MHoOronpoueccopHOCThL CYLLLECTBEHHO
nomoraer.

— CepBep Syslog moxeT nonydats 500 3anucen
B CEKYHAY.



[ lpon3BoaAnUTENBLHOCTbL
Eventia

e OCHOBHbIE NMoNoOXXeHunsd

— Reporter nmeeT gBa OCHOBHbIX (A1
Npon3BOANTENBLHOCTM) NMpoLecca:
« [Ina Log Consolidator BaxkHa CKOpOCTb 0OpaboTKKM KypHaros
« [1na ['eHepaTopa OoT4ETOB BaXXeH AUCK

— Y Analyzer oCcHOBHOE:
« [Ina Correlation Unit BaxxHo 6eicTpogenctene CPU 1 namsatb.
Heckonbko npoueccopoB 1 2 GB RAM npuBeTCcTBYHOTCA
— Ecnun nponsBoanTenbsHOCTU BCe e He XBaTaerT,
MOXHO pasgenutb Analyzer n Reporter. bonee Toro,
Iog sServer Takke MOXeET YCTaHaBJIMBaAaTbCA OTAOEJIbHO.



MacwTtabupyemocTtb Eventia

* Reporter

— Heckonbko Reporter'oB Moryt noakno4vaTbes K
ogHomy SmartCenter nnu MDS.

* Analyzer

— Heckonbko Analyzer Correlation Units moryT
nogkntovaTtbca K ogHomMy Analyzer Server. Analyzer
Server cobmnpaeT nHdopmaumto ot Bcex Correlation
Units B eanHyto 6a3y aaHHbIX, T.€. BCE AaHHbIE B
pe3yrnbtaTte cobupatotca Bmecte. OgHako Correlation
Unit He BsanmopgeuncTeyet ¢ apyrmm Correlation Units
B NMpouecce BOCCTAHOBMNEHUA CODbITUN N3 OaHHbIX,
obpabaTtiBaembix gpyrummu Correlation Unit.



Oco6GEeHHOCTU TOMOMOMrmm

[MTakeTbl MoryT
TepPATbCA,
noBpexaaTbCH

Hopmanuayet

Corporate
Branch NakeTbl.
(UCKa)KeHHble,
rnomepsiHele...)

Internet

KypHanbl
OTCbINarTCcA No

syslog n snmp Eventia
: Analyzer
Eventia Server
Analyzer
Client Corporate

HQ



OcobeHHOCTU Tononornu (yny4dweHus)

Corporate
Branch

—

3" party \
device I

Log Server
For 3 party
devices

Kak ymMeHbLnTb
Tpaduk yepes
WAN?

\— _/

/Ecnm Correlation\

Unit pagom ¢ Log
Server, TONbKO
KOppenupoBaHHbIE
cobbiTns 6yayT
nepegaBaTtbCs Mo

WAN j

Corporate
HQ

Internet
Log Server

] Correlation
]} Unit

Eventia
Analyzer
Server



OrpaHnyeHus
pacnpegeneHHon TonoJ10rmn

° ,D,OI'IOJ'IHI/ITGJ'IbeIe 3aTpaTtbl
— Correlation unit $10,000
— Log Server  $1,000

« Koppensauusa cobbITun mexay HECKOSTbKUMU
Correlation unit He nogaypxmBaeTcs.

2 Log Server pgormkHbl obpabaTbiBaTbCA OOAHUM
Correlation Unit, ecnun mbl XOoTUM, YTOObI
KOMOMHaLUMN BaXXHbIX CODLITUI, NpULLEaLWNX Ha
9Tn Log Servers, mornu ObiTb OOHAPYXXEHDI.






HoBble BO3MOXHOCTWU

Eventia R63/R65

« OOWMM pyHKUMOHanN

— Reporter n Analyzer moryT yctaHaBnnMBaTbCH
Ha ogHOW nnaTtdopme

— Reporter, nogodbHo Analyzer, moxeT
nogaepxmBatb SmartCenter n Provider
ctapbix Bepcun (0T R55 go R65)

— Reporter n Analyzer noggepxnsaet oyHKLUN
OWHaMWUYeCcKoro obHOBMNEHNA onmMcaHum
OTYETOB U COOLITUN COOTBETCTBEHHO



HoBble BO3SMOXHOCTW
Eventia R63/R65

* OcobeHHocT Analyzer

Analyzer nogaoepxusaeTt npodpunn aogMUHUCTPATOPOB —
agMUHUCTPATOP MOXET BUOETb TONbKO «cBon» CMA

Analyzer nogaepxusaet SmartCenter n Provider-1 HA
Analyzer moxeT untaTb cTapble XypHansl offline

Analyzer cosgaet ot4yeThbl Yepes Reporter. OTyeTbl MOTyT
co3gaBaTbCs MO pacnucaHuio, pacnpoCTPaHATLCA Pa3nUYHbIMU
cnocobamu, HacTpanBaTbCsl MOLLHbLIM MEXAaHU3MOM
dunbTpaumn Reporter'a

[Toonepxka 60NbLWOro KofmM4yecTsa NPOAYKTOB APYrux onpmMm:
Symantec Anti-virus, Tipping Point SMS, NetContinuum
Application Security Gateway, sendmail...



HoBble BO3SMOXHOCTW
Eventia R63/R65

* OcobeHHoCcTM Reporter:

— Heckonbko Reporter moryT nogkntoyatbcst K OQHOMY
SmartCenter nunn MDS ansa macwTtabupyemocTtu.
HanpoTus, Reporter moxeT nogknovaTbca K
eanHcTtBeHHon CMA

— [NonunTtnka koHconuaauun Reporter'a moxer
pefakTupoBaTtbCcs Yepesd yTunntel Provider-1 B
OOMNOJIHEHME K CYLLEeCTBYHOLLIMM BO3MOXHOCTAM
SmartCenter

— OT4eThbl MOryT paccheinartbcs kak ognH MHTML doann
— Reporter nogaoepxusaeT offline dynamic update



HoBble 1 NnaHnpyemeble
BO3MOXXHOCTU Eventia R63/R65

« [NnHammnyeckne oOHOBNEHUSN:

— [dononHuTenbHbIe NPOAYKTbl U BO3MOXHOCTU Check
Point

— YcTpouctea apyrnx dpupm
— [onosiHUTEerbHbIE CODLITUS N OTYETHI

« PacwupeHHbin Correlation Engine
« Bunayanusaums cobbitnn, HaBurauua, nepexoqbl

* YnyJlleHHble BO3MOXHOCTN aBTOHACTPOMKHU
— Bonee getanbHblE pekoMeHaaumm

— OBHOBNAEMBIN MEXAHU3M caMooby4YeHnst ANnst HOBbIX
COObITUN



HoBble 1 NnaHnpyemeble
BO3MOXXHOCTU Eventia R63/R65

* Bopa gaHHbIX N3 TEKCTOBBLIX (hannoB codbITUN
— [lonyyeHune npun pacCcUHXpoHn3auum
— [loBTOpPHOE npourpeiBaHNE XXypHanos
— [NpoBepka nocne NamMeHeHns NOSUTUKN

* llognepxka B GUI HAacTponkn Nosib3oBaTENbCKUX
npasun pa3bopa codbITUN
— ,D,OI'IOJ'IHI/ITeJ'IbeIe BO3MO>XHOCTU A4 NapTHEPOB
— AganTauus K CyLLeCTBYIOLLEMY OKPYXXEHUIO

« PacwunpeHunsa B yacTtu ynpaBrieHns
« OT4eTbl 0 COOTBETCTBUM TpebOBaHNSAM CTaHOAPTOB
« Ot4eTbl 0 cobbITUA Audit logs



Cnacunoo!
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